
3

Cyber Risk & Social Media

Presentation by Ricardo L. Saludo

Center for Strategy, Enterprise, and Intelligence



Cyber Risks & Social Media

Presentation by Ricardo L. Saludo

Center for Strategy, Enterprise, and Intelligence (CenSEI)



The Biggest Cyber Breaches
Business Hacks

Yahoo

•Date: 2013-14

• Impact: 3 billion user accounts



The Biggest Cyber Breaches
Business Hacks

Marriott International

•Date: 2014-18

• Impact: 500 million customers



The Biggest Cyber Breaches
Business Hacks

Adult Friend Finder 

•Date: October 2016

• Impact: More than 412.2 million accounts



The Biggest Cyber Breaches
Business Hacks

eBay

•Date: May 2014

• Impact: 145 million 
users compromised



The Biggest Cyber Breaches
State Hacks

US Office of Personnel 
Management (OPM) 

•Date: 2012-14

• Impact: Personal 
information of 22 million 
current and former federal 
employees



The Biggest Cyber Breaches
State Hacks

Stuxnet 

•Date: Sometime in 2010, but origins date to 2005

• Impact: Meant to attack Iran's nuclear power program, 
but will also serve as a template for real-world intrusion 
and service disruption of power grids, water supplies or 
public transportation systems.



The Biggest Cyber Breaches
State Hacks

Wikileaks 

•Date: July-November 2010

• Impact: Nearly half a million 
classified US military documents 
on the US war in Afghanistan 
leaked, plus 250,000 State 
Department cables since 1966.



The Biggest Cyber Breaches
State Hacks

The Paris G20 summit

Date: 2011
Impact: An email containing a PDF attachment 
infected with malware was sent around the French 
Ministry of Finance. The virus infected around 
150 computers with access to confidential G20 
data.



The Biggest Cyber Breaches
State Hacks

Sony's PlayStation Network 

•Date: April 20, 2011

• Impact: 77 million PlayStation 
Network accounts hacked; 
estimated losses of $171 million 
while the site was down for a 
month.



Recent Philippine Cyber Hacks and 
Attacks

Commission on Elections

•Date: April 2016

• Impact: 55 million 
voters’ personal and 
biometric records stolen 
and posted online



Recent Philippine Cyber Hacks and 
Attacks

Two dozen Philippine companies hit by 
ransomware

•Date: 2017

• Impact: Damage was said to be "small to medium", 
infecting 30 per cent of servers and computers.



Recent Philippine Cyber Hacks and 
Attacks

Wendy’s Philippines 
website hacked

•Date: April 2018

• Impact: More than 80,000 
records including users’ 
personal data were exposed



Recent Philippine Cyber Hacks and 
Attacks

ABS-CBN UAAP shop site
•Date: Sept. 2018

• Impact: Two sites taken down 
after reported hacking with 
possible theft of payment 
information by a hacker in Irkutsk, 
Russia. ABS-CBN stock fell 3 
percent.



Examples of Cyber Risk Events

FBI vs. Apple: Privacy Syllabus
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An untamed beast
AON’s Global Risk Management Survey:

▪ 3 out of the Top 20 risks are technology
related

▪ Many of the rest are caused by technology  risks (e.g. supply chain failure) 
or direct  consequences (e.g. damage to reputation)

▪ 2015 Global Cyber Impact Report  (Ponemon Institute): 37% of 
surveyed  companies have had significant security  breaches in the last 
one year, averaging US2.1m
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Cybercrime cost as a % of GDP (June
2014)



Are You and Your Organization 
Addressing Cyber Risk?



Let’s do a little survey

•Log on to www.menti.com

•Type the code for the given question, and click your 
answer. 

•All replies are confidential.



What does ‘Cyber(space)’ mean?

‘… an interactive domain made up of digital networks that is used to store, modify 

and  communicate information … includes the internet, but also the other information

systems that support our businesses, infrastructure and services.’
The UK Cyber Security Strategy Protecting and promoting the UK in a digital world, UK Government Cabinet Office (2011)

‘… the interdependent network of information technology infrastructures, and includes  the Internet, 

telecommunications networks, computer systems, and embedded  processors and controllers in critical

industries.

Common usage of the term also refers to the virtual environment of information and

interactions between people.’
National Security Presidential Directive 54/Homeland Security Presidential Directive 23 (2008)





Deloitte Development LLC (2014)





Cyber risk is different to normal risk …



FTSE 350 Cyber Governance Health Check Tracker Report, UK Government (2013)
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Categories of Cyber Business Risk



A Taxonomy of Cybersecurity



Evolution of the Threat Landscape



Raising awareness of Cyber Risk



Cyber risk vs. business risk

2015 Global Cyber Impact Report, Ponemon Institute LLC, (2015)
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Determining the level of cyber risk

2015 Global Cyber Impact Report, Ponemon Institute LLC, (2015)
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Adequacy of coverage

2015 Global Cyber Impact Report, Ponemon Institute LLC, (2015)
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Cyber Risk





Cyber Risk Management

• Includes the utilization of organizational strategies
– to preserve the integrity of information and corporate intangible assets

• As businesses continue to turn to virtual organizations, connected information systems, and  
outsourcing (offsite hosting/storage, contract employees, etc.) to drive business strategy,  these new 
ways of doing business increase the vulnerabilities to corporate assets

• When a corporate network, connected to the outside world, becomes compromised, the  resulting 
damage can be tremendous, damages and security breaches to one computer can  potentially lead to 
meaningful financial losses throughout an entire networking community

• What will happen if your computer network goes down or is compromised?
– What will be the consequences?

– Have you considered the additional effects of losses to your network that could be incurred down  the line?

– The overall risk management efforts of a company must address these vulnerabilities and scenarios

• proactively

Cyber Liability Coverage, InsureTrust (2015)



Assessment of Cyber Risk (i)

• Initial assessment
– Of the organization's risk profile, and whether it is vulnerable to attack, is crucial

– Consider external advice as part of the assessment
– Reports received from external advisors should be clearly written and easily  understood by

all.

• Risk assessment
– Carried out across the whole organisation, to assess the overall risk and  identify specific 

areas at greatest risk
– Internal functions such as HR, finance, legal and marketing may not appreciate  the extent to 

which critical information is at risk (possibly not aware of the  potential impact of a cyber
attack)

• Risk assessments need to concentrate on
– Threat to the protection of information, including customer data, and focus on  the potential 

consequences which include losses from a substantial  interruption to online transactions

– Potential for the destruction of corporate value should not be underestimated



Assessment of Cyber Risk (ii)

• Assessment should include
– the risks of using third party providers and the company’s supply chain
– Outsourcing can sometimes be a more secure option, but it requires thorough due diligence in  advance
– Service providers may hold a great deal of valuable company information, so adversaries can  obtain 

information without the need to attack a company directly
– It should be remembered that, whilst companies can outsource activities, the risks, and the  

consequences, remain with the company

• Risk reports and risk registers
– provided to the board and audit committee should include full and comprehensive  information
– Reports should reflect a fuller understanding of the impact of a cyber attack, including the  wider 

impact on future strategy
– As with all information received by the board and board committees, the company secretary  has a role in 

ensuring the quality and quantity of information provided on cyber risk
– It is essential that the risk function ensures the risks identified are communicated and  understood by all 

areas of the organisation that could be affected by the risks, and that the  board’s priorities for mitigating 
cyber risks are communicated to all business areas



Organisational Risk



Social Risk



Technical Risk



Cyber Risk Management Concepts (i)

• Incorporate cyber risks into existing risk management and governance processes

– Cybersecurity is about more than implementing a checklist of requirements -
Cybersecurity is managing cyber risks to an ongoing and acceptable level

• Begin cyber risk management discussions with your leadership team

– Communicate regularly with those accountable for managing cyber risks

– Enhance your awareness of current risks affecting your organization and associated  
business impact

• Implement industry standards and best practices

– Don’t rely on compliance

– A comprehensive cybersecurity program leverages industry standards and best practices  
to protect systems and detect potential problems

– It informs processes of new threats and enables timely response and recovery



Cyber Risk Management Concepts (ii)

• Evaluate and manage specific cyber risks
– Identifying critical assets and associated impacts from cyber threats is essential 

to  understanding an organization’s risk exposure – e.g. financial, competitive, 
reputational  or regulatory

–Risk assessment results are essential for identifying and prioritizing specific 
protective  measures, allocating resources, informing long-term investments, 
and developing  policies and strategies to manage cyber risks

• Provide oversight and review
–Executives are responsible for managing and overseeing enterprise risk

management
–Cyber oversight activities include the regular evaluation of cybersecurity 

budgets, IT  acquisition plans, IT outsourcing, cloud services, incident reports, 
risk assessment  results, entity-level policies etc.



Cyber Risk Management Concepts (iii)

• Develop and test incident response plans and procedures
– Even a well-defended organization will experience a incident at some point
– When you have a breach, a CEO should be prepared to answer 'What is our Plan B?‘

– Cyber incident response plans should be exercised regularly

• Coordinate cyber incident response planning across the enterprise
– Early response actions can limit or even prevent possible damage and require coordination

• with your organization’s leaders and stakeholders
– This includes your Chief Information Officer, Chief Information Security Officer, Chief Security  Officer, business 

leaders, continuity planners, system operators, general counsel, public affairs,  and human resources
– Integrate cyber incident response policies and procedures with existing disaster recovery and  business continuity plans

• Maintain awareness of cyber threats
– Situational awareness of an organization’s cyber risk environment involves timely detection of  cyber incidents, along 

with the awareness of current threats and vulnerabilities specific to that  organization and associated business impacts

– Analyzing, aggregating, and integrating risk data from various sources and participating in  threat information sharing 
with partners helps organizations identify and respond to incidents  quickly and helps organizations to ensure that 
protective efforts are commensurate with the  risks

• Cyber Risk Management Primer for CEOs, US Department of Homeland Security (2015)



Questions for Boards and CEOs



Corporate Governance of Cyber Risk



Cyber Governance …

• Is both preventive and corrective

• Determines the processes, procedures and structures 
needed to deal with actual  incidents

• Cyber governance principles and provisions must be 
reasonably flexible
–Allow for the fact that attacks are often unconventional

–Generally against the rules, and most often designed to circumvent exactly those
procedures and common understandings within the enterprise that keep the
business



Cyber Governance …



Cyber Risk Governance Framework

• The foundation of a cyber resilient organization is a cyber 
risk governance  framework that is
–Built into the larger enterprise-wide risk management framework

–Covers the organization’s day-to-day activities

• Cyber resilient organizations are those that have
–Cyber risk expertise within their senior management ranks and their

boards

–A detailed action plan to respond to cyber events (e.g., attacks, 
system breaches, etc.)



Cyber Risk Governance



Cyber Risk Governance Roles



Cyber Risk Governance Responsibilities



Cyber Risk Oversight Principles



Cyber Governance Lifecycle Considerations



The PRECIOUS Way To Cyber 
Security

•Priorities and Strategies Setting

•Risk Evaluation

•Cyber Risk Management Program

• Implementation and Organization

•Upgrading and Strengthening



The Social Media GAME

•Goals

•Audience

•Message

•Enablers



In dealing with people, let us
ENLIGHTEN

• Engage

• Nonpartisan

• Listen

• Investigate

• Gratitude

• Humility

• Truth

• Empathy

• Nationhood



Salamat Kaayo!
Thank you!

Salamat!

Your Proven Partner in Strategy and Learning

CenSEI designs and delivers strategies, knowledge, and solutions  for more 

potent direction and performance of your organization.

(632) 531 1182 or (+63) 919 395 9215


